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5BSC3-DATA COMMUNICATION 
 
Analog Signal 
An Analog signal is a continuous electrical signal that varies in amplitude or frequency with time. 
In an analog signal, data is represented as a continuously varying physical quantity. The 
following are the components of an analog signal: 

 Amplitude that is represented by the height of waves. 
 Frequency that is represented by the number of cycles per unit time. 
 Phase that is represented by the point from where a signal originates. 

Analog systems use voltages and resistances to represent data and perform arithmetic 
operations on data. Operational amplifier is the widely used analog electronic device that 
performs various mathematical operations such as addition, subtraction, comparison, 
multiplication, differentiation and intergration. 
 
Digital Signal 
A digital signal is a numerical representation of a continuous signal. The discrete representation 
of a signal in the 0s and 1s generally introduces some error in the original data. The accuracy of 
the representation depends on two factors, sampling frequency and bit rate. 
Sampling frequency or sampling rate is the rate at which new samples are taken from the 
analog signal to generate a digital signal. A higher sampling frequency allow more accurate 
generation of the signal. 
Bit rate refers to the number of bits or the combination of 1s and 0s used to represent a sample. 
Following steps are used for using digital signals in a digital system: 
Conversion of analog signal to digital signal using a converter. 
Transmission of the converted digital signal. 
Reconstruction of analog signal from digital signal using a digital to analog converter. 
 
Digital vs Analog 
The digital signal is discrete kind of signal, wheras analog signal moves continuous manner. For 
example, a digital watch is one in which the time is displayed as a series of digits such as 18:15. 
Whereas an analog watch is one in which the display is not digital, but is indicated by the 
continuous motion of two or three rotating pointers or hands pointing to numbers arrayed on a 
circular dial. Similarly there are lot of differences between data communication using digital 
signals and analog signals. The difference are as follows: 

 Data accuracy in digital signals is higher in comparison to analog signals which results in 
information loss. 

 Digital signals have only two states, high and low that make the digital signal operations 
simpler and reliable than analog signal operations. 

 Digital display is more accurate as compared to analog display because of their varying 
states. 

 Digital circuits are free from changes due to ageing and change in surrounding 
temperature and pressure but analog signals get affected by such factors. Digital circuits 
consume less power as compared to analog circuits. 

 Digital systems can store large volumes of data using semiconductor memories but 
analog signals can never use such type of memories for storing data. 

 Digital systems require various transistors for performing operations such as additiion 
and division. The same operation can be easily implemented using analog circuits, 
which are implemented using op-amps. 

 



Analog Modulation 
Modulation is the process of varying one or more properties of a high-frequency periodic 
waveform, called the carrier signal, with a modulating signal which typically contains information 
to be transmitted. This is done in a similar fashion to a musician modulating a tone (a periodic 
waveform) from a musical instrument by varying its volume, timing and pitch. The three key 
parameters of a periodic waveform are its amplitude ("volume"), its phase ("timing") and its 
frequency ("pitch"). Any of these properties can be modified in accordance with a low frequency 
signal to obtain the modulated signal. Typically a high-frequency sinusoid waveform is used as 
carrier signal, 
 

Analog modulation Principles 

 

 

 

 

 

 

 In Analog modulation, the modulation is applied continuously in response to the analog 
information signal. Common analog modulation techniques are:  

 Amplitude modulation (AM): Here the amplitude of the carrier signal is varied in 
accordance to the instantaneous amplitude of the modulating signal.  

 Double-sideband modulation (DSB)  
 Double-sideband modulation with carrier (DSB-WC): Used on the AM radio broadcasting 

band. 
 Double-sideband suppressed-carrier transmission (DSB-SC) 
 Double-sideband reduced carrier transmission (DSB-RC) 
 Single-sideband modulation (SSB, or SSB-AM)  
 SSB with carrier (SSB-WC) 
 SSB suppressed carrier modulation (SSB-SC) 
 Vestigial sideband modulation (VSB, or VSB-AM) 
 Quadrature amplitude modulation (QAM) 
 Angle modulation  
 Frequency modulation (FM): Here the frequency of the carrier signal is varied in 

accordance to the instantaneous amplitude of the modulating signal. 
 Phase modulation (PM): Here the phase shift of the carrier signal is varied in accordance 

to the instantaneous amplitude of the modulating signal. 
 
Convolution 
Convolution is a mathematical operation on two functions f and g, producing a third function that 
is typically viewed as a modified version of one of the original functions. Convolution is similar to 
cross-correlation. It has applications that include probability, statistics, computer vision, image 
and signal processing, electrical engineering, and differential equations. 
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The convolution can be defined for functions on groups other than Euclidean space. In 
particular, the circular convolution can be defined for periodic functions (that is, functions on the 
circle), and the discrete convolution can be defined for functions on the set of integers. These 
generalizations of the convolution have applications in the field of numerical analysis and 
numerical linear algebra, and in the design and implementation of finite impulse response filters 
in signal processing. 
Computing the inverse of the convolution operation is known as deconvolution. 
 
Correlation 
In statistics, dependence refers to any statistical relationship between two random variables or 
two sets of data. Correlation refers to any of a broad class of statistical relationships involving 
dependence. 
Familiar examples of dependent phenomena include the correlation between the physical 
statures of parents and their offspring, and the correlation between the demand for a product 
and its price. Correlations are useful because they can indicate a predictive relationship that can 
be exploited in practice. For example, an electrical utility may produce less power on a mild day 
based on the correlation between electricity demand and weather. In this example there is a 
causal relationship, because extreme weather causes people to use more electricity for heating 
or cooling; however, statistical dependence is not sufficient to demonstrate the presence of such 
a causal relationship. 
Formally, dependence refers to any situation in which random variables do not satisfy a 
mathematical condition of probabilistic independence. In loose usage, correlation can refer to 
any departure of two or more random variables from independence, but technically it refers to 
any of several more specialized types of relationship between mean values. There are several 
correlation coefficients, often denoted ρ or r, measuring the degree of correlation. The most 
common of these is the Pearson correlation coefficient, which is sensitive only to a linear 
relationship between two variables (which may exist even if one is a nonlinear function of the 
other). Other correlation coefficients have been developed to be more robust than the Pearson 
correlation — that is, more sensitive to nonlinear relationships.  
 
Linear Modulation 
PSK is a linear modulation technique as it is generated by a linear methods, eg. the phase of 
the carrier is changed linearly with the input modulating signal, same is true for the ASK where 
amplitude is varied linearly according to the input information bearing signal. The same applies 
to QAM modulation techniques which are combination of both PSK and ASK. 
 
Angle Modulation 
Angle modulation is a class of analog modulation. These techniques are based on altering the 
angle (or phase) of a sinusoidal carrier wave to transmit data, as opposed to varying the 
amplitude, such as in AM transmission. 
Angle Modulation is modulation in which the angle of a sine-wave carrier is varied by a 
modulating wave. Frequency Modulation (FM) and Phase Modulation (PM) are two types of 
angle modulation. In frequency modulation the modulating signal causes the carrier frequency 
to vary. These variations are controlled by both the frequency and the amplitude of the 
modulating wave. In phase modulation the phase of the carrier is controlled by the modulating 
waveform. 
The two main types of angle modulation are: 

 Frequency modulation (FM), with its digital correspondence frequency-shift keying 
(FSK). 

 Phase modulation (PM), with its digital correspondence phase-shift keying (PSK). 
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Noise Source 

Because of the very high switching rate and relatively low signal strength found on data, 
address, and other buses within a computer, direct extension of the buses beyond the confines 
of the main circuit board or plug-in boards would pose serious problems. First, long runs of 
electrical conductors, either on printed circuit boards or through cables, act like receiving 
antennas for electrical noise radiated by motors, switches, and electronic circuits. Such noise 
becomes progressively worse as the length increases, and may eventually impose an 
unacceptable error rate on the bus signals. Just a single bit error in transferring an instruction 
code from memory to a microprocessor chip may cause an invalid instruction to be introduced 
into the instruction stream, in turn causing the computer to totally cease operation. 
A second problem involves the distortion of electrical signals as they pass through metallic 
conductors. Signals that start at the source as clean, rectangular pulses may be received as 
rounded pulses with ringing at the rising and falling edges. These effects are properties of 
transmission through metallic conductors, and become more pronounced as the conductor 
length increases. To compensate for distortion, signal power must be increased or the 
transmission rate decreased. 
 
Signal Distortion Over Communication Channel 
A distortion is the alteration of the original shape (or other characteristic) of an object, image, 
sound, waveform or other form of information or representation. Distortion is usually unwanted, 
and often many methods are employed to, minimize it in practice. In some fields, however, 
distortion may be desirable; such is the case with electric guitar distortion. 
The addition of noise or other extraneous signals (hum, interference) is not considered to be 
distortion, though the effects of quantization distortion are sometimes considered noise. A 
quality measure that explicitly reflects both the noise and the distortion is the Signal-to-noise-
and-distortion (SINAD) ratio. 
 
Baud Rate 
Pronounced bawd, Baud is the number of signaling elements that occur each second. The term 
is named after J. M. E. Baudot, the inventor of the Baudot telegraph code. 
At slow speech, only one bit of information (signaling element) is encoded in each electrical 
change. The baud, therefore indicates the number of bits per second that are transmitted. For 
example, 300 baud means that 300 bits are transmitted each second (abbreviated 300bps). 
Assuming asynchronous communication, which requires 10 bits per character, this translates in 
to 30 characters per second (cps). For slow raes (below 1,200 baud), we can divide the baud by 
10 to see how many characters per second are sent. 
At higher speeds it is possible to encode more than one bit in each electrical change. 4,800 
baud may allow 9,600 bits to be sent each second. At high data transfer speeds; therefore, data 
transmission rates are usually expressed in bits per second (bps) rather than baud. For 
example, a 9,600 bps modem may operate at only 2,400 baud. 
 
 
At slow speeds, only one bit of information (signaling element) is encoded in each electrical 
change. The baud, therefore indicates the number of bits per second that are transmitted. For 
example, 300 baud means that 300 bits are transmitted each second (abb 
The baud rate of a data communications system is the number of symbols per second 
transferred. A symbol may have more than two states, so it may represent more than one binary 
bit (a binary bit always represents exactly two states). Therefore the baud rate may not equal 
the bit rate, especially in the case of recent modems, which can have (for example) up to nine 
bits per symbol. 
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Bit rate 
Bitrate, as the name implies, describes the rate at which bits are transferred from one location to 
another. In other words, it measures how much data is transmitted in a given amount of time. 
Bitrate is commonly measured in bits per second (bps), kilobits per second (Kbps), or megabits 
per second (Mbps). For example, a DSL connection may be able to download data at 768 kbps, 
while a Firewire 800 connection can transfer data up to 800 Mbps. 
Bitrate can also describe the quality of an audio or video file. For example, an MP3 audio file 
that is compressed at 192 Kbps will have a greater dynamic range and may sound slightly more 
clear than the same audio file compressed at 128 Kbps. This is because more bits are used to 
represent the audio data for each second of playback. Similarly, a video file that is compressed 
at 3000 Kbps will look better than the same file compressed at 1000 Kbps. Just like the quality 
of an image is measured in resolution, the quality of an audio or video file is measured by the 
bitrate. 
 
Baseband channel 
In Baseband, data is sent as digital signals through the media as a single channel that uses the 
entire bandwidth of the media. Baseband communication is bi-directional, which means that the 
same channel can be used to send and receive signals. In Baseband no frequency-division 
multiplexing is not possible. Multiplexing is a process where multiple analog message signals or 
digital data streams are combined into one signal over a shared medium. 
 
Broadband Channel 
Broadband sends information in the form of an analog signal. Each transmission is assigned to 
a portion of the bandwidth, hence multiple transmissions are possible at the same time. 
Broadband communication is unidirectional, so in order to send and receive, two pathways are 
needed. This can be accomplished either by assigning a frequency for sending and assigning a 
frequency for receiving along the same cable or by using two cables, one for sending and one 
for receiving. In broadband frequency-division multiplexing is possible. 
 
Amplitude Shift Keying 
In this kind of encoding, the amplitude of the analog signal si changed to represent the bits, 
while the phase and the frequency are kept the same. The bigger the difference between the 
two values, the lower the possibility of noise causing errors. There is no restriction, however on 
what voltage should represent a 1 or 0 and this is left to the designers. For the duration of a bit, 
the voltage should remain constant.  
One method could be to represent the high voltage as a 1 and the negative high voltage as a 0, 
although the reverse convention could also be used. Sometimes, to reduce the energy needed 
for transmission, it can choose to represent a 0 or a 1 by a zero voltage, and the other bit by the 
high voltage. This scheme is called on-off-keying (OOK). 
ASK is vulnerable to noise. Amplitude changes easily as a result of the noise in the line, and if 
he quantum of noise is great enough it can result in an error. This would mean that a 0 gets 
interpreted as a 1 at the receiving end, or vice versa. Noise can occur as spikes or as a 
constant voltage that shifts the amplitude of the received signal. Even thermal noise, that is 
fairly constant, can cause a 0 be interpreted as a 1 or the other way round. 
To find the bandwidth requirement of an ASK encoded signal on an ideal noiseless line, a 
Fourier analysis of the composite signal is performed. This yields harmonics on either side of 
the carrier frequency, with frequencies that are shifted by an odd multiple of half the baud rate. 
As most of the enegy is concentrated in the first harmonic, we can ignore the others. It can then 
be shown that he bandwidth required for ASK encoding is equal to the baud rate of the signal. 
So if we want to transfer data at 256 Kbps, we need a bandwidth of at least 256 KHz. 
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In practical case, there will be noise in the line and this ideal cannot be achieved. This increases 
the bandwidth requirement by a factor that depends on the line qualityand the carrier amolitude. 
ASK is a simple encoding method but is not commonly used by itself because of efficiency and 
quality issues. 
 
Phase Shift Keying (PSK) 
Encoding the carrier signal by varying the phase is phase shift keying and here the frequency 
and amplitude of the carrier are not altered. To send a 1 we could use a phase of 0 while we 
could change it to 180 degrees to represent a 0. Such an arrangement is not affected by the 
noise in the line because that affects amplitude rather than the phase of the signal. 
The quality of PSK can be used to achieve more efficient encoding. For example instead of 
having only 2 phases, we could have four phases, 0 , 90 degrees, 180 degrees and 270 
degrees. Each of these phase shifts could represent 2 bits at one go, say, the combination 00, 
01, 10 and 11 respectively. Such a scheme is called 4-PSK. The concept can be extended to 
higher levels and we could have 8-PSK to send groups of 3 bits in one go. This method can be 
extended further, but at some point the sensitivity of he communication equipment will not be 
enough to detect the small phase changes and we are then limited for that reason.  
The scheme is more efficient than ASK because a high bit rate can be achieved from the same 
bandwidth. It can be shown that the bandwidth at 2-PSK is the same as that needed in ASK. But 
the same bandwidth at 8-PSK can transmit thrice the number of bits at the same band rate.   
 
 

 

Phase-shift keying (PSK) is a digital modulation scheme that conveys data by changing, or 
modulating, the phase of a reference signal (the carrier wave). 

Any digital modulation scheme uses a finite number of distinct signals to represent digital data. 
PSK uses a finite number of phases, each assigned a unique pattern of binary digits. Usually, 
each phase encodes an equal number of bits. Each pattern of bits forms the symbol that is 
represented by the particular phase. The demodulator, which is designed specifically for the 
symbol-set used by the modulator, determines the phase of the received signal and maps it 
back to the symbol it represents, thus recovering the original data. This requires the receiver to 
be able to compare the phase of the received signal to a reference signal — such a system is 
termed coherent (and referred to as CPSK). 

Alternatively, instead of using the bit patterns to set the phase of the wave, it can instead be 
used to change it by a specified amount. The demodulator then determines the changes in the 
phase of the received signal rather than the phase itself. Since this scheme depends on the 
difference between successive phases, it is termed differential phase-shift keying (DPSK). 
DPSK can be significantly simpler to implement than ordinary PSK since there is no need for the 
demodulator to have a copy of the reference signal to determine the exact phase of the received 
signal (it is a non-coherent scheme). In exchange, it produces more erroneous demodulations. 
The exact requirements of the particular scenario under consideration determine which scheme 
is used. 

Flat Top Sampling 
After an analogue waveform is sampled in the analogue-to-digital conversion process, the 
continuous analogue waveform is converted into a series of pulses whose amplitude is equal to 
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the amplitude of the analogue signal at the start of the sampling process. Since the sampled 
pulses have a uniform amplitude, the process is called flat top sampling. Alternatively, in a 
process called natural sampling, the amplitude of the sampled pulse is allowed to vary with the 
amplitude of the analogue waveform as it changes during the sampling period. 
 
DPSK 
Differential phase shift keying is a no coherent form of phase shift keying which avoids the need 
for a coherent reference signal at the receiver. No coherent receivers are easy and cheap to 
build, and hence are widely used in wireless communications. In DPSK system, the input binary 
sequence is first differentially encoded and then modulated using a BPSK modulator. 

 
Fig 1: Block diagram ofDPSK transmitter 

A block diagram of a DPSK transmitter as shown in fig -1.It consists of a one bit delay element 
and logic circuit interconnection so as to generate the differentially encoded sequence from the 
input binary sequence. The output is passed through a product modulator to obtain the DPSK 
signal. At the DPSK receiver, the original sequence is recovered from the demodulated 
differentially encoded signal through a complementary process, as shown in fig-2. 

 
fig 2: Block diagram of DPSK receiver 
While DPSK signaling has the advantage of reduced receiver complexity, its energy efficiency is 
inferior to that of coherent PSK by about 3 dB. The average probability of error for DPSK in 
additive white Gaussian noise is given by, 
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Differential phase shift keying (DPSK) is a general type of phase modulation that conveys data 
by changing the phase of the carrier wave. As for BPSK and QPSK there is an uncertainty of 
phase if the constellation is rotated by some effect in the communications channel during which 
the signal passes. This problem can be overcome by using the data to change rather than set 
the phase. 
For a signal that has been differentially encoded, there is an evident option method of 
demodulation. Instead of demodulating as usual and ignoring carrier-phase uncertainty, the 
phase between two consecutive received symbols is compared and used to verify what the data 
must have been. When differential encoding is used in this mode, the scheme is known as 
differential phase-shift keying (DPSK). 
 
QPSK 
A subset of quadrature amplitude modulation, used to imprint digital signals onto a transmission 
carrier by manipulating the phase of the carrier. In terms of carrying capacity, QPSK is 
functionally equivalent to 4-QAM, and can transmit four symbols per second. This is equivalent 
to roughly 1.67 bits/Hz, or about 10 Mbps of effective throughput. 
Essentially, with QPSK, the phase carrier is split into two: The original phase, and the 
manipulated phase. The manipulated phase is generally shifted by some increment of 90 
degrees -- a right angle -- which is where the term "quadrature" comes in.  
QPSK is generally used in circumstances which require as much speed as possible, in harsh 
conditions. Satellites, for example, use QPSK to blast digital signals down through space to 
Earth-based receivers. Cable providers generally want to use QPSK for the upstream (home to 
headend) signal path. 
 
Quadrature Phase Shift Keying (QPSK)  

 

Quadrature Phase Shift Keying (QPSK) is the digital modulation technique.Quadrature Phase 
Shift Keying (QPSK) is a form of Phase Shift Keying in which two bits are modulated at once, 
selecting one of four possible carrier phase shifts (0, Π/2, Π, and 3Π/2). 
QPSK perform by changing the phase of the In-phase (I) carrier from 0° to 180° and the 
Quadrature-phase (Q) carrier between 90° and 270°. This is used to indicate the four states of a 
2-bit binary code. Each state of these carriers is referred to as a Symbol. 
Quadrature Phase-shift Keying (QPSK) is a widely used method of transferring digital data by 
changing or modulating the phase of a carrier signal. In QPSK digital data is represented by 4 
points around a circle which correspond to 4 phases of the carrier signal. These points are 
called symbols. Fig shows this mapping. 
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Fig: QPSK diagram showing how four different binary codes can be transmitted 

 

Fig: Block diagram of a QPSK transmitter 

In fig shows a block diagram of a typical QPSK transmitter. The unipolar binary message (data) 
first converted into a bipolar non-return-to-zero (NRZ) sequence using a unipolar to bipolar 
converter. The bit stream is then split into two bit streams I(in-phase) and Q(Quadrature) .The 
bit stream in-phase(I) is called the “even” stream and quadrature(Q) is called “Odd” stream. 

The input data go to the Serial to Parallel Converter then it is split up into two. The two bit 
stream fed to the Low pass filter (LPF).Then the two bit stream after filtering fed to the 
modulator. The filter at the output of the modulator confines the power spectrum of the QPSK 
signal within the allocated band.The two modulator bit stream are summed and fed to the band 
pass filter (BPF) and produce the QPSK output. 
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BINARY SYMMETRIC CHANNEL 

A binary symmetric channel (or BSC) is a common communications channel model used in 
coding theory and information theory. In this model, a transmitter wishes to send a bit (a zero or 
a one), and the receiver receives a bit. It is assumed that the bit is usually transmitted correctly, 
but that it will be "flipped" with a small probability (the "crossover probability"). This channel is 
used frequently in information theory because it is one of the simplest channels to analyze. 

A binary symmetric channel with crossover probability p denoted by , is a channel with 
binary input and binary output and probability of error p; that is, if X is the transmitted random 
variable and Y the received variable, then the channel is characterized by the conditional 
probabilities 

Pr( Y = 0 | X = 0 ) = 1 − p 
Pr( Y = 0 | X = 1) = p 
Pr( Y = 1 | X = 0 ) = p 
Pr( Y = 1 | X = 1 ) = 1 − p 

It is assumed that 0 ≤ p ≤ 1/2. If p > 1/2, then the receiver can swap the output (interpret 1 when 
it sees 0, and vice versa) and obtain an equivalent channel with crossover probability 
1 − p ≤ 1/2. 
 
Capacity of BSCp 
The capacity of the channel is 1 − H(p), where H(p) is the binary entropy function. 
The converse can be shown by a sphere packing argument. Given a codeword, there are 
roughly 2n H(p) typical output sequences. There are 2n total possible outputs, and the input 
chooses from a codebook of size 2nR. Therefore, the receiver would choose to partition the 
space into "spheres" with 2n / 2nR = 2n(1 − R) potential outputs each. If R > 1 − H(p), then the 
spheres will be packed too tightly asymptotically and the receiver will not be able to identify the 
correct codeword with vanishing probability. 

Shannon's channel capacity theorem for BSCp 

Shannon's noisy coding theorem is general for all kinds of channels. We consider a special 
case of this theorem for a binary symmetric channel with an error probability p. 
Noisy coding theorem for BSCp 

We denote (and would continue to denote) noise from as " ". The noise 

is essentially a random variable with each of its indexes being a with probability and a with 

probability . 

Theorem 1 For all < and all such that , there exists a pair of encoding 

and decoding functions : and : respectively, 

and such that every message has the following 

property: for a sufficient large integer . 

What this theorem actually implies is, a message when picked from , encoded with a 

random encoding function , and send across a noisy , there is a very high probability 
of recovering the original message by decoding, if or in effect the rate of the channel is 
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bounded by the quantity stated in the theorem. The decoding error probability is exponentially 
small. 
We shall now prove Theorem 1 . 
Proof We shall first describe the encoding function and the decoding function used in the 
theorem. Its good to state here that we would be using the probabilistic method to prove this 
theorem. Shannon's theorem was one of the earliest applications of this method. 

Encoding function : The encoding function : is selected at random. 

This means, given any message , we choose uniformly and 
independently at random. 

Decoding function : The decoding function : is given any received 

codeword , we find the message such that is 
minimum (with ties broken arbitrarily). This kind of a decoding function is called a maximum 
likelihood decoding (MLD) function. 

Now first we show, for a fixed and chosen randomly, the probability of failure 

over noise is exponentially small. At this point, the proof works for a fixed message . 
Next we extend this result to work for all . We achieve this by eliminating half of the 
codewords from the code with the argument that the proof for the decoding error probability 
holds for at least half of the codewords. The latter method is called expurgation. This gives the 
total process the name random coding with expurgation. 

A high level proof: Given a fixed message , we need to estimate the expected 
value of the probability of the received codeword along with the noise does not give back on 

decoding. That is to say, we need to estimate: . 

Let be the received codeword. In order for the decoded codeword not to be equal to the 
message , one of the following events must occur: 

 does not lie within the Hamming ball of radius for any greater than , 

centered at . This condition is mainly used to make the calculations easier. 

 There is another message such that 
. In other words the errors due to noise take the transmitted codeword closer to another 
encoded message. 

We can apply Chernoff bound to ensure the non occurrence of the first event. By applying 

Chernoff bound we have, . Thus, for any 
, we can pick to be large enough to make the above probability exponentially small. 

As for the second event, we note that the probability that is 

where is the Hamming ball of radius centered at vector 

and is its volume. Using approximation to estimate the number of codewords 

in the Hamming ball, we have . Hence the above 

probability amounts to . Now using union bound, we can upper 

bound the existence of such an by which is , as 
desired by the choice of . 
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A detailed proof: From the above analysis, we calculate the probability of the event that the 
decoded codeword plus the channel noise is not the same as the original message sent. We 

shall introduce some symbols here. Let denote the probability of receiving 

codeword given that codeword was sent. Denote by . 

We get the last inequality by our analysis using the Chernoff bound above. Now taking 

expectation on both sides we have, [ [  ] 

. . 

Now we have . This just says, that the quantity 

, again from the analysis in the higher level proof above. 
Hence, taking everything together we have 

, by 
appropriately choosing the value of . Since the above bound holds for each message, we 

have . Now we can change the order of 
summation in the expectation with respect to the message and the choice of the encoding 
function , without loss of generality. Hence we have 

. Hence in conclusion, by probabilistic 

method, we have some encoding function and a corresponding decoding function such 

that . 
At this point, the proof works for a fixed message . But we need to make sure that the above 

bound holds for all the messages simultaneously. For that, let us sort the messages by 
their decoding error probabilities. Now by applying Markov's inequality, we can show the 

decoding error probability for the first messages to be at most . Thus in order to 

confirm that the above bound to hold for every message , we could just trim off the last 

messages from the sorted order. This essentially gives us another encoding function with a 

corresponding decoding function with a decoding error probability of at most with 

the same rate. Taking to be equal to we bound the decoding error probability to 

. This expurgation process completes the proof of Theorem 1. 
 Converse of Shannon's capacity theorem 

The converse of the capacity theorem essentially states that is the best rate one 
can achieve over a binary symmetric channel. Formally the theorem states: 
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Theorem 2 If then the following is true for every encoding and 

decoding function : and : respectively: 

[  . 
For a detailed proof of this theorem, the reader is asked to refer to the bibliography. The intuition 
behind the proof is however showing the number of errors to grow rapidly as the rate grows 
beyond the channel capacity. The idea is the sender generates messages of dimension , 

while the channel introduces transmission errors. When the capacity of the channel is 

, the number of errors is typically for a code of block length . The maximum 

number of messages is . The output of the channel on the other hand has possible 

values. If there is any confusion between any two messages, it is likely that 

. Hence we would have , a case we would like to avoid to keep the 
decoding error probability exponentially small. 

 

PACKET SWITCHING 

Packet switching is a digital networking communications method that groups all transmitted data 
regardless of content, type, or structure – into suitably sized blocks, called packets. Packet 
switching features delivery of variable-bit-rate data streams (sequences of packets) over a 
shared network. When traversing network adapters, switches, routers and other network nodes, 
packets are buffered and queued, resulting in variable delay and throughput depending on the 
traffic load in the network. 

Packet switching contrasts with another principal networking paradigm, circuit switching, a 
method which sets up a limited number of dedicated connections of constant bit rate and 
constant delay between nodes for exclusive use during the communication session. In case of 
traffic fees (as opposed to flate rate), for example in cellular communication services, circuit 
switching is characterized by a fee per time unit of connection time, even when no data is 
transferred, while packet switching is characterized by a fee per unit of information. 

Two major packet switching modes exist; (1) connectionless packet switching, also known as 
datagram switching, and (2) connection-oriented packet switching, also known as virtual circuit 
switching. In the first case each packet includes complete addressing or routing information. 
The packets are routed individually, sometimes resulting in different paths and out-of-order 
delivery. In the second case a connection is defined and preallocated in each involved node 
during a connection phase before any packet is transferred. The packets include a connection 
identifier rather than address information, and are delivered in order.Packet mode 
communication may be utilized with or without intermediate forwarding nodes (packet switches 
or routers). In all packet mode communication, network resources are managed by statistical 
multiplexing or dynamic bandwidth allocation in which a communication channel is effectively 
divided into an arbitrary number of logical variable-bit-rate channels or data streams. Statistical 
multiplexing, packet switching and other store-and-forward buffering introduces varying latency 
and throughput in the transmission. Each logical stream consists of a sequence of packets, 
which normally are forwarded by the multiplexers and intermediate network nodes 
asynchronously using first-in, first-out buffering. Alternatively, the packets may be forwarded 
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according to some scheduling discipline for fair queuing, traffic shaping or for differentiated or 
guaranteed quality of service, such as weighted fair queuing or leaky bucket. In case of a 
shared physical medium, the packets may be delivered according to some packet-mode 
multiple access scheme. 

Connectionless and connection-oriented packet switching 

The service actually provided to the user by networks using packet switching nodes can be 
either connectionless (based on datagram messages), or virtual circuit switching (also known as 
connection oriented). Some connectionless protocols are Ethernet, IP, and UDP; connection 
oriented packet-switching protocols include X.25, Frame relay, Multiprotocol Label Switching 
(MPLS), and TCP. 

In connection-oriented networks, each packet is labeled with a connection ID rather than an 
address. Address information is only transferred to each node during a connection set-up 
phase, when the route to the destination is discovered and an entry is added to the switching 
table in each network node through which the connection passes. The signalling protocols used 
allow the application to specify its requirements and the network to specify what capacity etc. is 
available, and acceptable values for service parameters to be negotiated. Routing a packet is 
very simple, as it just requires the node to look up the ID in the table. The packet header can be 
small, as it only needs to contain the ID and any information (such as length, timestamp, or 
sequence number) which is different for different packets. 

In connectionless networks, each packet is labeled with a destination address, source address, 
and port numbers; it may also be labeled with the sequence number of the packet. This 
precludes the need for a dedicated path to help the packet find its way to its destination, but 
means that much more information is needed in the packet header, which is therefore larger, 
and this information needs to be looked up in power-hungry content-addressable memory. Each 
packet is dispatched and may go via different routes; potentially, the system has to do as much 
work for every packet as the connection-oriented system has to do in connection set-up, but 
with less information as to the application's requirements. At the destination, the original 
message/data is reassembled in the correct order, based on the packet sequence number. 
Thus a virtual connection, also known as a virtual circuit or byte stream is provided to the end-
user by a transport layer protocol, although intermediate network nodes only provides a 
connectionless network layer service. 

Packet switching in networks 

Packet switching is used to optimize the use of the channel capacity available in digital 
telecommunication networks such as computer networks, to minimize the transmission latency 
(the time it takes for data to pass across the network), and to increase robustness of 
communication. 

The most well-known use of packet switching is the Internet and most local area networks. The 
Internet is implemented by the Internet Protocol Suite using a variety of Link Layer technologies. 
For example, Ethernet and Frame Relay are common. Newer mobile phone technologies (e.g., 
GPRS, I-mode) also use packet switching. 

X.25 is a notable use of packet switching in that, despite being based on packet switching 
methods, it provided virtual circuits to the user. These virtual circuits carry variable-length 
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packets. In 1978, X.25 provided the first international and commercial packet switching network, 
the International Packet Switched Service (IPSS). Asynchronous Transfer Mode (ATM) also is a 
virtual circuit technology, which uses fixed-length cell relay connection oriented packet 
switching. 

Datagram packet switching is also called connectionless networking because no connections 
are established. Technologies such as Multiprotocol Label Switching (MPLS) and the resource 
reservation protocol (RSVP) create virtual circuits on top of datagram networks. Virtual circuits 
are especially useful in building robust failover mechanisms and allocating bandwidth for delay-
sensitive applications. 

MPLS and its predecessors, as well as ATM, have been called "fast packet" technologies. 
MPLS, indeed, has been called "ATM without cells".[5] Modern routers, however, do not require 
these technologies to be able to forward variable-length packets at multigigabit speeds across 
the network. 

CIRCUIT SWITCHING 

Circuit switching is a methodology of implementing a telecommunications network in which 
two network nodes establish a dedicated communications channel (circuit) through the network 
before the nodes may communicate. The circuit guarantees the full bandwidth of the channel 
and remains connected for the duration of the communication session. The circuit functions as if 
the nodes were physically connected as with an electrical circuit. 

Circuit switching contrasts with packet switching which divides the data to be transmitted into 
packets transmitted through the network independently. Packet switching shares available 
network bandwidth between multiple communication sessions. 

In circuit switching, the bit delay is constant during a connection, as opposed to packet 
switching, where packet queues may cause varying packet transfer delay. Each circuit cannot 
be used by other callers until the circuit is released and a new connection is set up. Even if no 
actual communication is taking place, the channel remains unavailable to other users. Channels 
that are available for new calls are said to be idle. 

Virtual circuit switching is a packet switching technology that emulates circuit switching, in the 
sense that the connection is established before any packets are transferred, and packets are 
delivered in order. 

While circuit switching is commonly used for connecting voice circuits, the concept of a 
dedicated path persisting between two communicating parties or nodes can be extended to 
signal content other than voice. Its advantage is that it provides for continuous transfer without 
the overhead associated with packets making maximal use of available bandwidth for that 
communication. The disadvantage is inflexibility; the connection and the bandwidth associated 
with it are reserved and unavailable for other uses. 
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Frame Relay 

Frame Relay is a standardized wide area network technology that specifies the physical and 
logical link layers of digital telecommunications channels using a packet switching methodology. 
Originally designed for transport across Integrated Services Digital Network (ISDN) 
infrastructure, it may be used today in the context of many other network interfaces. 

Network providers commonly implement Frame Relay for voice (VoFR) and data as an 
encapsulation technique, used between local area networks (LANs) over a wide area network 
(WAN). Each end-user gets a private line (or leased line) to a Frame Relay node. The Frame 
Relay network handles the transmission over a frequently-changing path transparent to all end-
users. 

Frame Relay has become one of the most extensively-used WAN protocols. Its cheapness 
(compared to leased lines) provided one reason for its popularity. The extreme simplicity of 
configuring user equipment in a Frame Relay network offers another reason for Frame Relay's 
popularity. 

With the advent of Ethernet over fiber optics, MPLS, VPN and dedicated broadband services 
such as cable modem and DSL, the end may loom for the Frame Relay protocol and 
encapsulation.[citation needed] However many rural areas remain lacking DSL and cable modem 
services. In such cases the least expensive type of non-dial-up connection remains a 64-kbit/s 
frame-relay line. Thus a retail chain, for instance, may use Frame Relay for connecting rural 
stores into their corporate WAN. 
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                 A basic Frame Relay network 

The designers of Frame Relay aimed to a telecommunication service for cost-efficient data 
transmission for intermittent traffic between local area networks (LANs) and between end-points 
in a wide area network (WAN). Frame Relay puts data in variable-size units called "frames" and 
leaves any necessary error-correction (such as re-transmission of data) up to the end-points. 
This speeds up overall data transmission. For most services, the network provides a permanent 
virtual circuit (PVC), which means that the customer sees a continuous, dedicated connection 
without having to pay for a full-time leased line, while the service-provider figures out the route 
each frame travels to its destination and can charge based on usage. 

An enterprise can select a level of service quality - prioritizing some frames and making others 
less important. Frame Relay can run on fractional T-1 or full T-carrier system carriers. Frame 
Relay complements and provides a mid-range service between basic rate ISDN, which offers 
bandwidth at 128 kbit/s, and Asynchronous Transfer Mode (ATM), which operates in somewhat 
similar fashion to frame Relay but at speeds from 155.520 Mbit/s to 622.080 Mbit/s. 

Frame Relay has its technical base in the older X.25 packet-switching technology, designed for 
transmitting data on analog voice lines. Unlike X.25, whose designers expected analog signals, 
Frame Relay offers a fast packet technology, which means that the protocol does not attempt to 
correct errors. When a Frame Relay network detects an error in a frame, it simply drops that 
frame. The end points have the responsibility for detecting and retransmitting dropped frames. 
(However, digital networks offer an incidence of error extraordinarily small relative to that of 
analog networks.) 

Frame Relay often serves to connect local area networks (LANs) with major backbones as well 
as on public wide-area networks (WANs) and also in private network environments with leased 
lines over T-1 lines. It requires a dedicated connection during the transmission period. Frame 
Relay does not provide an ideal path for voice or video transmission, both of which require a 
steady flow of transmissions. However, under certain circumstances, voice and video 
transmission do use Frame Relay. 
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Frame Relay originated as an extension of Integrated Services Digital Network (ISDN). Its 
designers aimed to enable a packet-switched network to transport the circuit-switched 
technology. The technology has become a stand-alone and cost-effective means of creating a 
WAN. 

Frame Relay switches create virtual circuits to connect remote LANs to a WAN. The Frame 
Relay network exists between a LAN border device, usually a router, and the carrier switch. The 
technology used by the carrier to transport data between the switches is variable and may differ 
among carriers (i.e. to function, a practical Frame Relay implementation need not rely solely on 
its own transportation mechanism). 

The sophistication of the technology requires a thorough understanding of the terms used to 
describe how Frame Relay works. Without a firm understanding of Frame Relay, it is difficult to 
troubleshoot its performance. 

Frame-relay frame structure essentially mirrors almost exactly that defined for LAP-D. Traffic 
analysis can distinguish Frame Relay format from LAP-D by its lack of a control field. 

Protocol data unit 

Each Frame Relay Protocol data unit (PDU) consists of the following fields: 

1. Flag Field. The flag is used to perform high-level data link synchronization which 
indicates the beginning and end of the frame with the unique pattern 01111110. To 
ensure that the 01111110 pattern does not appear somewhere inside the frame, bit 
stuffing and destuffing procedures are used. 

2. Address Field. Each address field may occupy either octet 2 to 3, octet 2 to 4, or octet 2 
to 5, depending on the range of the address in use. A two-octet address field comprises 
the EA=ADDRESS FIELD EXTENSION BITS and the C/R=COMMAND/RESPONSE 
BIT.  

1. DLCI-Data Link Connection Identifier Bits. The DLCI serves to identify the virtual 
connection so that the receiving end knows which information connection a frame 
belongs to. Note that this DLCI has only local significance. A single physical 
channel can multiplex several different virtual connections. 

2. FECN, BECN, DE bits. These bits report congestion:  

 FECN=Forward Explicit Congestion Notification bit 
 BECN=Backward Explicit Congestion Notification bit 
 DE=Discard Eligibility bit 

3. Information Field. A system parameter defines the maximum number of data bytes that a 
host can pack into a frame. Hosts may negotiate the actual maximum frame length at 
call set-up time. The standard specifies the maximum information field size (supportable 
by any network) as at least 262 octets. Since end-to-end protocols typically operate on 
the basis of larger information units, Frame Relay recommends that the network support 
the maximum value of at least 1600 octets in order to avoid the need for segmentation 
and reassembling by end-users. 

4. Frame Check Sequence (FCS) Field. Since one cannot completely ignore the bit error-
rate of the medium, each switching node needs to implement error detection to avoid 
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wasting bandwidth due to the transmission of erred frames. The error detection 
mechanism used in Frame Relay uses the cyclic redundancy check (CRC) as its basis 

Congestion control 

The Frame Relay network uses a simplified protocol at each switching node. It achieves 
simplicity by omitting link-by-link flow-control. As a result, the offered load has largely 
determined the performance of Frame Relay networks. When offered load is high, due to the 
bursts in some services, temporary overload at some Frame Relay nodes causes a collapse in 
network throughput. Therefore, frame-relay networks require some effective mechanisms to 
control the congestion. 

Congestion control in frame-relay networks includes the following elements: 

1. Admission Control. This provides the principal mechanism used in Frame Relay to 
ensure the guarantee of resource requirement once accepted. It also serves generally to 
achieve high network performance. The network decides whether to accept a new 
connection request, based on the relation of the requested traffic descriptor and the 
network's residual capacity. The traffic descriptor consists of a set of parameters 
communicated to the switching nodes at call set-up time or at service-subscription time, 
and which characterizes the connection's statistical properties. The traffic descriptor 
consists of three elements: 

2. Committed Information Rate (CIR). The average rate (in bit/s) at which the network 
guarantees to transfer information units over a measurement interval T. This T interval is 
defined as: T = Bc/CIR. 

3. Committed Burst Size (BC). The maximum number of information units transmittable 
during the interval T. 

4. Excess Burst Size (BE). The maximum number of uncommitted information units (in bits) 
that the network will attempt to carry during the interval. 

Once the network has established a connection, the edge node of the Frame Relay network 
must monitor the connection's traffic flow to ensure that the actual usage of network resources 
does not exceed this specification. Frame Relay defines some restrictions on the user's 
information rate. It allows the network to enforce the end user's information rate and discard 
information when the subscribed access rate is exceeded. 

Explicit congestion notification is proposed as the congestion avoidance policy. It tries to keep 
the network operating at its desired equilibrium point so that a certain Quality of Service (QoS) 
for the network can be met. To do so, special congestion control bits have been incorporated 
into the address field of the Frame Relay: FECN and BECN. The basic idea is to avoid data 
accumulation inside the network. 

FECN means Forward Explicit Congestion Notification. The FECN bit can be set to 1 to indicate 
that congestion was experienced in the direction of the frame transmission, so it informs the 
destination that congestion has occurred. BECN means Backwards Explicit Congestion 
Notification. The BECN bit can be set to 1 to indicate that congestion was experienced in the 
network in the direction opposite of the frame transmission, so it informs the sender that 
congestion has occurred. 

CELL RELAY CONCEPT 
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In computer networking, cell relay refers to a method of statistically multiplexing small fixed-
length packets, called "cells", to transport data between computers or kinds of network 
equipment. It is an unreliable, connection-oriented packet switched data communications 
protocol. 

Cell relay transmission rates usually are between 56 kbit/s and several gigabits per second. 
ATM, a particularly popular form of cell relay, is most commonly used for home DSL 
connections, which often runs between 128 kbit/s and 1.544 Mbit/s (DS1), and for high-speed 
backbone connections . 

Cell relay protocols have neither flow control nor error correction capability, are information-
content independent, and correspond only to layers one and two of the OSI Reference Model. 

Cell relay can be used for delay- and jitter-sensitive traffic such as voice and video. 

Cell relay systems break variable-length user packets into groups of fixed-length cells, that add 
addressing and verification information. Frame length is fixed in hardware, based on time delay 
and user packet-length considerations. One user data message may be segmented over many 
cells. 

Cell relay statems may also carry bitstream-based data such as PDH traffic, by breaking it into 
streams of cells, with a lightweight synchronization and clock recovery shim. Thus cell relay 
systems may potentially carry any combination of stream-based and packet-based data. This is 
a form of statistical time division multiplexing. 

Cell relay is an implementation of fast packet-switching technology that is used in connection-
oriented broadband integrated services digital networks (B-ISDN, and its better-known 
supporting technology ATM) and connectionless IEEE 802.6 switched multi-megabit data 
service (SMDS). 

At any time there is information to be transmitted; the switch basically sends the data units. 
Connections don’t have to be negotiated like circuit switching. Channels don’t have to be 
allocated because channels do not exist in ATM, and on condition that there is an adequate 
amount of bandwidth to maintain it, there can be indefinite transmissions over the same facility. 

Cell relay utilizes data cells of a persistent size. Frames are comparable to data packets; 
however they contrast from cells in that they may fluctuate in size based on circumstances. This 
type of technology is not secure for the reason that its procedures do not support error handling 
or data recovery. Per se, all delicate and significant transmissions may perhaps be transported 
faster via fixed-sized cells, which are simpler to transmit compared to variable-sized frames or 
packets. 

Cell relay is extremely reliable for transporting vital data. Switching devices give the precise 
method to cells as each endpoint address embedded in a cell. An example of cell relay is ATM, 
a prevalent form utilized to transfer a cell with a fixed size of 53 bytes. 

REGENERATIVE REPEATER 
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Network repeaters regenerate incoming electrical, wireless or optical signals. With physical 

media like Ethernet or Wi-Fi, data transmissions can only span a limited distance before the 

quality of the signal degrades. Repeaters attempt to preserve signal integrity and extend the 

distance over which data can safely travel.  

Actual network devices that serve as repeaters usually have some other name. Active hubs, for 

example, are repeaters. Active hubs are sometimes also called "multiport repeaters," but more 

commonly they are just "hubs." Other types of "passive hubs" are not repeaters. In Wi-Fi, 

access points function as repeaters only when operating in so-called "repeater mode."  

LINE CODING PULSE SHAPING 

In digital telecommunication, pulse shaping is the process of changing the waveform of 
transmitted pulses. Its purpose is to make the transmitted signal better suited to the 
communication channel by limiting the effective bandwidth of the transmission. By filtering the 
transmitted pulses this way, the intersymbol interference caused by the channel can be kept in 
control. In RF communication, pulse shaping is essential for making the signal fit in its frequency 
band. Typically pulse shaping occurs after line coding and before modulation. 

Need for pulse shaping 

Transmitting a signal at high modulation rate through a band-limited channel can create 
intersymbol interference. As the modulation rate increases, the signal's bandwidth increases. 
When the signal's bandwidth becomes larger than the channel bandwidth, the channel starts to 
introduce distortion to the signal. This distortion is usually seen as intersymbol interference. 

The signal's spectrum is determined by the pulse shaping filter used by the transmitter. Usually 
the transmitted symbols are represented as a time sequence of dirac delta pulses. This 
theoretical signal is then filtered with the pulse shaping filter, producing the transmitted signal. 
The spectrum of the transmission is thus determined by the filter. 

In many base band communication systems the pulse shaping filter is implicitly a boxcar filter. 
Its spectrum is of the form sin(x)/x, and has significant signal power at frequencies higher than 
symbol rate. This is not a big problem when optical fibre or even twisted pair cable is used as 
the communication channel. However, in RF communications this would waste bandwidth, and 
only tightly specified frequency bands are used for single transmissions. In other words, the 
channel for the signal is band-limited. Therefore better filters have been developed, which 
attempt to minimise the bandwidth needed for a certain symbol rate. 

ERROR CORRECTION AND DATA COMPRESSION IN MODEM 

When transferring data over telephone lines using a modem, accidents can and do happen. 

Because the telephone network was not originally designed to transfer data, noise on the line 

can cause a modem to misinterpret the signal received from another modem causing data 

corruption. Under many circumstances, such corruption can cause severe problems (money lost 

and data rendered useless).  
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To combat such problems, the modem incorporates two separate methods of error correction, 
the Microcom Network Protocol (MNP) and the ITU-T V.42 (V.42) error correction protocol. In 
addition, MNP5 incorporates a data compression algorithm allowing data to be sent from 
modem to modem at around twice the normal speed. To further improve data throughput and 
reduce file transmission times, the modem incorporates the V.42bis data compression standard. 
This reduces the size of transmitted data by exploiting characteristics of the data to give 
compression ratios in the range 2:1 to 4:1 depending upon the predictability of the data.  

The newer ITU-T V.42 LAPM procedure is considered as more robust than MNP, and has a 
more sophisticated and powerful data compression option in V.42bis, allowing much greater 
data throughput. The Microcom Network Protocol is provided for compatibility with older 
modems which are still in use.  

Some recommendations and restrictions are placed on the use of error correction and data 
compression. Error correction cannot be used in V.21 (300/300 bps), V.23 (1200/75 bps and 
75/1200 bps) or Bell 103 (300/300 bps) connections due to serious degradation of throughput at 
low speeds.  

Also, it is recommended that when data compression is enabled, speed buffering is employed 
with the terminal speed set to at least twice the modem line speed for MNP5 and four times for 
V.42bis. Some form of flow control should also be enabled between terminal and modem.  

To obtain maximum benefit from your modem's data compression abilities for high speed (V.34, 
V.FC, V.32 and V.32bis) connections, a terminal speed greater than 19200 bps may be 
desirable. However, some computers operate unreliably at terminal (DTE) speeds above 19200 
bps, mainly due to the type of UART fitted in their serial port. For optimum performance, a high 
speed UART of type 16550 is required.  

X21 INTERFACE 

X.21 (sometimes referred to as X21) is an interface specification for differential communications 
introduced in the mid 1970s by the ITU-T. X.21 was first introduced as a means to provide a 
digital signaling interface for telecommunications between carriers and customers' equipment. 
This includes specifications for DTE/DCE physical interface elements, alignment of call control 
characters and error checking, elements of the call control phase for circuit switching services, 
and test loops. 

When X.21 is used with V.11, it provides synchronous data transmission at rates from 600 bit/s 
to 10 Mbit/s. There is also a variant of X.21 that is only used in select legacy applications, 
“circuit switched X.21”. X.21 normally is found on a 15-pin D-Sub connector and is capable of 
running full-duplex data transmissions. 

The Signal Element Timing, or clock, is provided by the carrier (your telephone company), and 
is responsible for correct clocking of the data. X.21 is primarily used in Europe and Japan, for 
example in the Scandinavian DATEX and German DATEX-L circuit switched networks during 
the 1980s. 
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ENTROPY 

In information theory, entropy is a measure of the uncertainty associated with a random 
variable. In this context, the term usually refers to the Shannon entropy, which quantifies the 
expected value of the information contained in a message, usually in units such as bits. In this 
context, a 'message' means a specific realization of the random variable. 

Equivalently, the Shannon entropy is a measure of the average information content one is 
missing when one does not know the value of the random variable. The concept was introduced 
by Claude E. Shannon in his 1948 paper "A Mathematical Theory of Communication". 

Shannon's entropy represents an absolute limit on the best possible lossless compression of 
any communication, under certain constraints: treating messages to be encoded as a sequence 
of independent and identically-distributed random variables, Shannon's source coding theorem 
shows that, in the limit, the average length of the shortest possible representation to encode the 
messages in a given alphabet is their entropy divided by the logarithm of the number of symbols 
in the target alphabet. 

A single toss of a fair coin has an entropy of one bit. Two tosses has an entropy of two bits. The 
entropy rate for the coin is one bit per toss. However, if the coin is not fair, then the uncertainty 
is lower (if asked to bet on the next outcome, we would bet preferentially on the most frequent 
result), and thus the Shannon entropy is lower. Mathematically, a single coin flip (fair or not) is 
an example of a Bernoulli trial, and its entropy is given by the binary entropy function. A series 
of tosses of a two-headed coin will have zero entropy, since the outcomes are entirely 
predictable. The entropy rate of English text is between 1.0 and 1.5 bits per letter,[1] or as low as 
0.6 to 1.3 bits per letter, according to estimates by Shannon based on human experiments.  

Entropy is a measure of disorder, or more precisely unpredictability. For example, a series of 
coin tosses with a fair coin has maximum entropy, since there is no way to predict what will 
come next. A string of coin tosses with a coin with two heads and no tails has zero entropy, 
since the coin will always come up heads. Most collections of data in the real world lie 
somewhere in between. It is important to realize the difference between the entropy of a set of 
possible outcomes, and the entropy of a particular outcome. A single toss of a fair coin has an 
entropy of one bit, but a particular result (e.g. "heads") has zero entropy, since it is entirely 
"predictable". 

English text has fairly low entropy. In other words, it is fairly predictable. Even if we don't know 
exactly what is going to come next, we can be fairly certain that, for example, there will be many 
more e's than z's, or that the combination 'qu' will be much more common than any other 
combination with a 'q' in it and the combination 'th' will be more common than any of them. 
Uncompressed, English text has about one bit of entropy for each byte (eight bits) of message.  

If a compression scheme is lossless—that is, you can always recover the entire original 
message by uncompressing—then a compressed message has the same total entropy as the 
original, but in fewer bits. That is, it has more entropy per bit. This means a compressed 
message is more unpredictable, which is why messages are often compressed before being 
encrypted. Shannon's source coding theorem says (roughly) that a lossless compression 
scheme cannot compress messages, on average, to have more than one bit of entropy per bit 
of message. The entropy of a message is in a certain sense a measure of how much 
information it really contains. 
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Shannon's theorem also implies that no lossless compression scheme can compress all 
messages. If some messages come out smaller, at least one must come out larger. In the real 
world, this is not a problem, because we are generally only interested in compressing certain 
messages, for example English documents as opposed to random bytes, or digital photographs 
rather than noise, and don't care if our compressor makes random messages larger. 

JOINT ENTROPY 

Joint entropy is a measure of the uncertainty associated with a set of variables. 

The joint entropy of two variables X and Y is defined as 

 

where x and y are particular values of X and Y, respectively, P(x,y) is the probability of these 

values occurring together, and P(x,y)log 2[P(x,y)] is defined to be 0 if P(x,y) = 0. 

For more than two variables X1,...,Xn this expands to 

 

where x1,...,xn are particular values of X1,...,Xn, respectively, P(x1,...,xn) is the probability of these 
values occurring together, and P(x1,...,xn)log 2[P(x1,...,xn)] is defined to be 0 if P(x1,...,xn) = 0. 

Properties 

 Greater than individual entropies 

The joint entropy of a set of variables is greater than or equal to all of the individual entropies of 
the variables in the set. 

 

 

Less than sum of individual entropies 

The joint entropy of a set of variables is less than or equal to the sum of the individual entropies 
of the variables in the set. This is an example of subadditivity. This inequality is an equality if 
and only if X and Y are statistically independent. 
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Relations to Other Entropy Measures 

Joint entropy is used in the definition of conditional entropy -- 

 

 and mutual information: 

 

In quantum information theory, the joint entropy is generalized into the joint quantum entropy 

CONDITIONAL ENTROPY 

In information theory, the conditional entropy (or equivocation) quantifies the remaining entropy 
(i.e. uncertainty) of a random variable Y given that the value of another random variable X is 
known. It is referred to as the entropy of Y conditional on X, and is written H(Y | X). Like other 
entropies, the conditional entropy is measured in bits, nats, or bans. 

More precisely, if H(Y | X = x) is the entropy of the variable Y conditional on the variable X 
taking a certain value x, then H(Y | X) is the result of averaging H(Y | X = x) over all possible 
values x that X may take. 

Given discrete random variable X with support and Y with support , the conditional entropy 
of Y given X is defined as: 
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Note: The supports of X and Y can be replaced by their domains if it is understood that 
0log0 should be treated as being equal to zero. 

Chain rule 

From this definition and the definition of conditional probability, the chain rule for conditional 
entropy is 

 

This is true because 

 

Intuition 

Intuitively, the combined system contains H(X,Y) bits of information: we need H(X,Y) bits of 
information to reconstruct its exact state. If we learn the value of X, we have gained H(X) 
bits of information, and the system has H(Y | X) bits of uncertainty remaining. 

H(Y | X) = 0 if and only if the value of Y is completely determined by the value of X. 
Conversely, H(Y | X) = H(Y) if and only if Y and X are independent random variables. 

Generalization to quantum theory 

In quantum information theory, the conditional entropy is generalized to the conditional 
quantum entropy. 

Other properties 

For any X and Y: 

 

H(X,Y) = H(X | Y) + H(Y | X) + I(X;Y), where I(X;Y) is the mutual information between X and 
Y. 

, where I(X;Y) is the mutual information between X and Y. 
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For independent X and Y: 

H(Y | X) = H(Y) and H(X | Y) = H(X) 

Although the specific-conditional entropy, H(X | Y = y), can be either lesser or greater than 
H(X | Y), H(X | Y = y) can never exceed H(X) when X is the uniform distribution. 

INFORMATION RATE 

Information rate is the average entropy per symbol. For memoryless sources, this is merely the 
entropy of each symbol, while, in the case of a stationary stochastic process, it is 

 

that is, the conditional entropy of a symbol given all the previous symbols generated. For the 
more general case of a process that is not necessarily stationary, the average rate is 

 

that is, the limit of the joint entropy per symbol. For stationary sources, these two expressions 
give the same result.[10] 

It is common in information theory to speak of the "rate" or "entropy" of a language. This is 
appropriate, for example, when the source of information is English prose. The rate of a source 
of information is related to its redundancy and how well it can be compressed, the subject of 
source coding. 
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CELL RELAY CONCEPT 
 
In computer networking, cell relay refers to a method of statistically multiplexing small fixed-length 
packets, called "cells", to transport data between computers or kinds of network equipment. It is an 
unreliable, connection-oriented packet switched data communications protocol. 
Cell relay transmission rates usually are between 56 kbit/s and several gigabits per second. ATM, a 
particularly popular form of cell relay, is most commonly used for home DSL connections, which often 
runs between 128 kbit/s and 1.544 Mbit/s (DS1), and for high-speed backbone connections (OC-3 and 
faster). 
Cell relay protocols have neither flow control nor error correction capability, are information-content 
independent, and correspond only to layers one and two of the OSI Reference Model. 
Cell relay can be used for delay- and jitter-sensitive traffic such as voice and video. 
Cell relay systems break variable-length user packets into groups of fixed-length cells, that add 
addressing and verification information. Frame length is fixed in networking hardware, based on time 
delay and user packet-length considerations. One user data message may be segmented over many 
cells. 
Cell relay statems may also carry bitstream-based data such as PDH traffic, by breaking it into streams of 
cells, with a lightweight synchronization and clock recovery shim. Thus cell relay systems may potentially 
carry any combination of stream-based and packet-based data. This is a form of statistical time division 
multiplexing. 
Cell relay is an implementation of fast packet-switching technology that is used in connection-oriented 
broadband integrated services digital networks (B-ISDN, and its better-known supporting technology 
ATM) and connectionless IEEE 802.6 switched multi-megabit data service (SMDS). 
At any time there is information to be transmitted; the switch basically sends the data units. Connections 
don’t have to be negotiated like circuit switching. Channels don’t have to be allocated because channels 
do not exist in ATM, and on condition that there is an adequate amount of bandwidth to maintain it, there 
can be indefinite transmissions over the same facility. 
Cell relay utilizes data cells of a persistent size. Frames are comparable to data packets; however they 
contrast from cells in that they may fluctuate in size based on circumstances. This type of technology is 
not secure for the reason that its procedures do not support error handling or data recovery. Per se, all 
delicate and significant transmissions may perhaps be transported faster via fixed-sized cells, which are 
simpler to transmit compared to variable-sized frames or packets. 

 
V.24 

An ITU standard (1964) that defines the functions of all circuits for the RS-232 interface. It does not 
describe the connectors or pin assignments; those are defined in ISO 2110. In the U.S., EIA-232 
incorporates the control signal definition of V.24, the electrical characteristics of V.28 and the connector 
and pin assignments defined in ISO 2110.  
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